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File No: 2135112011-CERT-ln 

Ministry .or Communication and ·1nformatiOn· Technology 
oe·partment:of EleCtronlcs end Information Technology 

•H••oudoo9o • 

NOTIFICATION 

Dated: o:l./lily, 2013 

SubjCct: N6tlfication ori National Cybci' Security Pollcy.20_13 (NCSP-2013_) 

National Cybor Security Polley- 2013(NCSP-2013) 

Preamble 

-1. 'Cyberspace1 is a complex·environment consisting of interactions between oeople. software and 

services. suppo!'ted by worldwide distribution of infon:nation and communication technology (ICT) 

devices and networks. 

2. OMng to the numerous benefits brought·3b0ut bY tethna1og1ca1 adva·ncemeiits, ·the cyberspace 

today Is a common pool used by citizens, businesses, 'Critical information infraSti"uciure. hiilrtary and 

govemments In a manner that makes it difficult to draw ciea·r bounda-rles among· these .different 

Q!"Oups. The cyberspace is expected to· be more complex in the foreseeable future. with· many fold 

increase i"n networks arld devices connected to ii. 

3. Information TechnOIOgy·_(IT) is one.of ~he crititat .seC:to_rs .that rid_es on af!Ci resides ih cyberSpace. 

It has emerged as one of the most significant growth catalysts ·for the ll"ldian economy. In addition to 

fue"lling India's economy, this sector is also Positively influe-nt:ing·the live·s or its peOp!e·t_hro·ugh direct 

and indirect contribution to the_ various· socio.,.economic parameters-such as employment standard 

of living and diversity among others. The sector has played a significant role in tr?nsforming India's 

image to that of ·a global player in .providing worfd-class technology solutions and IT business 

servici!s. The government has-bee"n _a ke~"driv€r for increased adoption of IT-based products and IT 

enabled services in Public sei-vlces (Government 10 :citizen seryices, citizen identificallon, public 

distribution sySlenis), Healthcare (teleriiediCine. remote c6risultalion. mobile cliriics), EdUcatlon (e

Learning. virtual ·classrooms. etc) and Financial seivices (iriobile ,banking I payment gateways). etc. 

Such tnltlatlves have enabled Increased IT adoption in ·_the; couritry through sectoral reforms and 

National programmes wtlich have led to creation of large scale IT infrastructure witli corporate I 

private participation. 

4. In the light of the growth of IT sector in the country. ambitious plans for rapid social transformation 

.g incluSive Qrow1h and lndi1fs prominent role in·the IT g1o0a"I market. provtding rigti_t ·kind of focus for 

creating secure _coh'fPLlting_ erivii'onment and adequate trust & con_fidence iri electronic transactions. 

software; s-erVices. devices an·d netWorKs. has become one of the compelling priorities for the· 
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country. Such a focus enables creation of a suitable cyber security eco-system in the country, in 

tune with globally networked environment. 

5. Cyberspace is vulnerable to a wide variety of incidents. whether intentional or accidental. 

manmade or natural, and the data exchanged ln the cyberspace can be exploited for nefarious 

purposes by both nation- states and non-state actors. Cyber attacks Iha! target the infrastructure or 

underlying economic well-being of a nation state can effectively reduce available state resources 

and undermine confidence in their supporting structures. A cyber related incident of national 

significance may take any form; an organized cyber attack. an uncontrolled exploit such as 

computer virus or worms or any malicious software code, a national disaster with significant cyber 

consequences or other related incidents capable of causing extensive damage 10 the information 

infrastructure or key assets. Large.scare cyber incidents may overwhelm the government. public 

and private sector resources and services by disrupting runctioning of critrcat information systems. 

Complications from disruptions of such a magnitude may threaten lives. economy and national 

security. Rapid identification, information exchange. investigation and coordinated response and 

remediation can mitigate the damage caused by malicious cyberspace activlty. Some of the 

examples of cyber threats to individuals. businesses and government are identity theft. phishing. 

social engineering. hactivism. cyber terrorism. compound threats targeting mobile devices and smart 

phone. compromised digital certificates. advanced persistent threats, denial of service. bot nets. 

supply chain attacks, data leakage, etc. The protection of information infrastructure and preservation 

of the confidentiality, integrity and availability of informaflon in cyberspace is the essence of a secure 

cyberspace. 

6. There are various ongoing activities and programs of the Government to address the cyber 

security challenges which have significantly contributed to the creation of a platform that is now 

capable of supporting and sustaining the efforts in securing the cyber space. Due to the dynamic 

nature of cyberspace. there is now a need for these actions to be unified under a National Cybcr 

Security Policy, with an integrated vision and a set of sustained & coordinated strategies for 

implementation. 

7. The cyber security policy is an evolving lask and it caters to the whole spectrum of ICT users and 

providers includ'1ng home users and small, medium and large enterprises and Government & non· 

Government entities. It serves as an umbrella framework for defining and guid'1ng the actions related 

to security of cyberspace. It also enables the individual sectors and organizations in designing 

appropriate cyber security policies to suit their needs. The policy provides an overview of what it 

takes to effectively protect information. information systems & networks and also gives an insight 

into the Government's approach and strategy for protection of cyber space in the country. It also 
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oumnes t;ome ·po1nterS1 to enable conat>oratrve workihg. Of· an key PIB:yers in pUblic &. µ·nvate ·10 
·scifeguard· coUri~!Y's iiifor'frl~tion·'B?fd ·1ntorma_t1on syste~s. This' Policy. theretofe: ain:iS to create a 

cyb~f s~cu_rity·fr'afl!C~6r1<~ ·which leads tb ~peci~c a~tioffs and. Pr(?Qrariii"n.es to enh·ance the s·e~uf"'!ty 

posture of COUl')t/Y"s ·~Yber spate. 

I. 	 Vi51o·n 

To build·a socure·and resillent'cyberspace f6r cltlzeris; buslnesses~·and 

G~v:o_;nriie~t 

-lL 	 Mlsslon 

To prOte.cf information arid iriforination ·irifiastructure Jn .cyberspace; .build.,cap_Eibiltties ·to 

prevent and te_sporid ·tO cyber threa·_t!:;. reduce -vulh~frii!)ilitieS -arid_ .miriiniize darTiag~ ·trom 

cyber incidents ·thi-ouQh .a coirlbiliatiOii of inStitutiOncil Structures. Peo·p1e. p-rocesses. 

'techrl~IOgy 3rid cO_oper~ti9i'.l. 

in. Objectives 

f) 	 TO cfe"ate a Secure Cyber- ecosystCr'rf ih tlie Country, gCh_eratc· 1adequate triJst ~· 

confidE!hce in IT systei"ris·and transactiorls lri Cyber'sp'.a_ce anti there~y enhance 9doj:Jtion 

Of IT·in c:lll seciorS Of the ecOnOmy. 

2) 	 To create an assurance framework ·fOr design of .security- policies ·a-nd for promotion and 

enabling actions ·for ·compliance to ·globai ·security Standards and ..best· practices .by.way· of 

conformity.assessment (product! process, technoiogy &peop°IEi). ' 

3) 	 TO s_(r~OQJhfin th~ ReQulal6"r)i'frarj18'~o_rk:ror.ensL!fi~·g·a se_¢u·re CYb¢fsPa_ce-~c0Syst_ern_: 

4) 	 To erihance .and:·create Nationai· and Sectorai ievel 24 x ·.; meclianisms 'for ·obtaining 

strategic inform·aiion regarding ·threats t?· JCi infrastructure, creafing_. scenarios for 

response. resolution and crisis 'mana.,gement ,through effective prediciive; preventive, 

protective. response. and recovery·actions. 

5.) 	 T.o e'iihan~ the_prOteC~ioi"l ·and feSilience of:Nation's c~tical inf~rm~~io~.-infrcisti"uclure by 

,op~raung· a ·Q4X7 N*tiOilat ·cntital 1n1ormatjon·1~f(~:ist'fu-ctu_re. Protection ·ce~tfe .(NCI/PC) 

and ni_and3tin_g :sec·unty pt3".lices· -related .to the .aeSign,. ac:Quisitiofl, deyelofj~eii_t. use 

a·nd operation of'iriformatioii resources. 

6) 	 To develop suitable ·indigenous .security •technologies through frontier technology 

research. solution oriented· research, proof of concept. pilot development .transition. 

diffusion and commercialisation. leading {o ·widespread depl.OYmerit of. secure ICT 

!: •. 
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products I processes in general and specifically for addressing National Security 

requirements. 

7) 	 To irnprove vlsibility of the integrity of ICT products and services by establishing 

infrastructure for testing & validation of security of such products. 

R) 	 To create a workforce of 500.000 professionals skilled in cyber security in the next 5 

years through capacity building, skill development and training. 

9) 	 To provide fiscal benefits to businesses for adoption of standard security practices and 

processes. 

10) To enable protection or information while in process, handling, storage & transit so as to 

safeguard privacy of citizen's data and for reducing economic losses due to cyber crime 

or data theft. 

11) To enable effective prevention, investigation and prosecution of cyber crime and 

enhancement of law enforcement capabilities through appropriate legislative intervention. 

12) To create a culture of cyber security and privacy enabling responsible user behaviour & 

actions through an effective communication and promotion strategy. 

13) To develop effective public private partnerships and collaborative engagements through 

technical and operational cooperation and contribution for enhancing the security of 

cyberspace. 

14) To enhance global cooperation by promoting shared understanding and leveraging 

relationships for furthering the cause of security of cyberspace. 

IV. Strategies 

A. 	 Creating a secure cybcr ecosystem 

I) To designate a National nodal agency to coordin3le all matters related 

security in the country, with clearly defined roles & responsibilities. 

to cyber 

2) To encourage all organizations, private and public to designate a member of senior 

management. as Chief Information Security Officer (CISO}. responsible for cyber 

security efforts and initiatives. 

3) To encourage all organizations to develop information security policles duly 

integrated with their business plans and implement such policies as per international 

best practices. Such policies should include establishing standards and mechanisms 

for secure information flow (while in process, handling, storage & transit), crisis 
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manage·ment pian, :proactive security .posture assessment and ··forensl_cally enab_led 

information liirrastructure. 

4j To:ens_ur~ tti_at:·all'. OrQanii8U_OriS 'e-a'rffi9f'k a·-~~Ci~c bu~get'for~imptt=m-e-nting :cybei 

seCU~ty iiiltlat_iveS•3n_d foi hft?eting emergeh¢"Y' response~arlslh"g OUt·bf.c}iber:1ncfCtents. 

5) To provide ftScai ,schemes and lnCentlv'es to-encourage eniitii?s-to iOstall. SlrenQthe_ii 

and upgrade information infra_strUcture with res·pect-t6-C:yt>er SecUfrty~: 

6) To prevent -occurfen·ce and reCurrence· Of cyber. .Jriddenis by way of Incentives tor 

te~no10Qy·deveiopm·e-r1t. ·cybers·eclnity«;omi;mance.and proactive actions: 

·1) To est~bliSh.a··meehahisrTI-fOt.shannQ irlfOri\ialion1ari'~_;foi 1aeritifYirig.and respohding 

to _cYber Sec'Li_ritY inCldertts Sn~:fOi'~coopei':at~Oh iri rest~i'atlory efforts . 

. 8) To encourag~·entiiies lo ae1opf guideii'1es for:procurem·ent:of trustworthy !CT-products 

and provide fOr :procurement of ind,ig'enousiy ·manufactured JCT products ·that have 

security imPriCations~ 

~. 	 cre_~tihg··a·n assuranCe:t~amewbr'k 

i) To.promote adop~ion of global best-practices in information :securify-_and compfiance 

and ·iherebt ·enhance ~ber. security,~posture. 

2) 	 TO_.a:ea~e :ififr~StrU_~L!i'e for. -~c?ryf6"rmj~9_.ass:essn:te':lt ary~ eertm~~iC>1"'.i--«~f ~omptiance lo 

c;ybef secu-rny best practice~~ st.a.ndclrfSs' ·~n(j g·u1dl:!lines (E9: .1s6 21001· ISMS 

~rtificatiC:ih, IS system auditS,; :PErrietratiOri -testing· I Vulnerability. ;asses·s·ment, 

~P.Pli"Cati~ri secu~lty testing~ web-security testing) . 

.3) 	 fo enable imptementaJion-of:g1obal Security best pfacffce_s iii foriri31 l-iSk'aSsessment 

and risk mana~ement. processes.. buSi11eSs Co-iitiiiuitY :mariagemerit and Cybt?r cfiS.is 

mah_age·ment plan .~Y :311 t!ntitl8S··Y.,ithfrl:GoV~·m_m_ent ·il-nj:fJr1 'CritiC3_t•.Se~t6r'S .. to reduce 

the risk Of:disiliPtiOn·anC1_.iniPi0Ve,th0 Secl.1f'itY posture. 

4) 	 To identify and classify information ·infrastructure'fadl~ies and assets :at entity level 

wiih respect tO ·riSk perception for undertaking_ commensurate security .protection 

mea·sures. 

5) To·encolira9e S_t?CUre-appliC8.ti.oii I !?9ftw~re deyelopnient ·j:>rOcess·eS,ba,sed on Ql6ba_I 

b~S.t ·pra~11c·es. 

6.) 	 to creaie.-conforrriitr 1assessment'.ftamework for periodic-verlfiCaf.ion.of compliance-to 

bestpractlces;·:stand.ards and,guide1fnes on cyber security. 

",\ 
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7) 	 To encourage all entities to periodically test and evaluate the adequacy and 

effectiveness of technical and operational security control measures implemented 1n 

IT systems and in networks. 

C. 	 Encouraging Open Standards 

I l 	 To encourage use of open standards to facilitate interoperability and data exchange 

among different products or services. 

2) 	 To promote a consortium of Government and private sector to enhance the 

availability of tested and certified IT products based on open standards. 

ll. 	Strengthening the Regulatory framework 

1) 	 To develop a dynamic legal framework and its periodic review to address the cyber 

security challenges arising out of technological developments in cyber space (such as 

cloud computing, mobile computing, encrypted services and social media) and its 

harmonization with international frameworks including those related to Internet 

governance. 

2) 	 To mandate periodic audit and evaluation of the adequacy and effectiveness of 

security of information infrastructure as may be appropriate, with respect to regulatory 

framework. 

3) 	 To enable. educate and facilitate awareness of the regulatory framework. 

E. 	 Creating mechanisms for security threat early warning, vulnerability management and 
response to security threats 

1) 	 To create National level systems. processes. structures and mechanisms to generate 

necessary situational scenario of existing and potential cyber security threats and 

enable timely information sharing for proactive. preventive and protective actions by 

individual entities. 

2) 	 To operate a 24x7 National Level Computer Emergency Response Team (CERT-In) 

to function as a Nodal Agency for coordination of all efforts for cyber security 

emergency response and crisis management. CERT-In will function as an umbrella 

organization ln enabling creation and operationalization of sectoral CERTs as well as 

facilitating communication and coordination actions in dealing with cyber crisis 

situations. 

3) To operationalise 24x7 sectoral CERTs for all coordination and communication actions 

within the respective sectors for effective incidence response & resolution and cyber 

crisis management. 
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File No: 2(35)/201.1-CERT-ln 

MiniStry.·c5f'Conimu·nicatl61i ahd Information T!chn'Olog.y
·Oepartment··of E1ectfoi1ics~arid 1nfOrin'B:ti6n Tech:no10~fy- .:,...,.;1.,.";·~:tt-··· - - -- -

4) TO implement Cyber-Crisis.Man~gemelit Pia:n·for di3aling with cyber related:incldentS 

Impacting critiCSI national processes·or endangering public safety-and security.of the 

Natloh, by Way ·Of Well coordinated, mufti disdplinary .approach at the N3tiohal. 

sectoral as 'well as ·entity levels. 

5) To conducf aOd_.ta·cmtate rEgl.ilar C)'bei";S8cU"rit51 l:trills & ex·erCises· at Nauona.1: sectoral 

~a·nd eritltY 1eve1s to.eii'a'ble;ass_essmenf Of the secunty· postl:lre and-ievel·Of eme·rgency 

1:ir'epareaness iii ieSiSt_ing ,~~ de_a:llng with t)'bei' .s:ecu·iity ·inci.dents. 

r~ 	 se·curlng E.:Governance,servtces 

1) 	 TO riiahdate implementation Of global secUtltY best prattlCes, .business· continuity 

m~naigement and i::yber c_risis mahagem·ent·.plan for all·e·GOvemance initiative·s.in the 

Gou'ntr}';~to redu~e·the rlsR of·disruption and·improve the security posture. 

2), TO encourage·wider usa_ge· or Pubnc K"ey rnfraistri.ictu·re (PK!) Within Government" for 

trusted :communication: and tranSaet_iOnS. 

'3f · i:o engage !nfofrrifitiOfl security professionals /;orgat1isations·to assist·e~Govemance 

ini~iatiVes arid ensure-confonnance·io security.bes"t practices. 

G. 	 Protection·and reSlllence Of Critical lnfoftnatiOn Infrastructure 

I) To devel6p a plan for protection of Crtlical Information Infrastructure and its 

integration with bu-siness_plan.at the entity_ level and.implement·such plan. "The·pl3ns 

sna11 ·1n·ctude esiabiishin~ mechanisms Jor,secure::information flciw (ymite "in·p~ocess,. 
handlln~; Storage :&- transit); gu.idelines and "Standards. ciiSis fnan·age·meiif pl8h, 

proactive securiiy posture assessment and ~foreriSicallY ..e~r\abled iflforhiStiofl 

infrastructure. 

2) To Operate a· 24x7 National ·crftical Information Infrastructure ·Protection Centre 

(NCllPC) to function as the nodai ·aget1Cy for critical information ihfrastructure 

protection ·in·the c~un1;y. 

3) To-facilltate ·ldeniificatlon, prioritiS3tlon. assessm·e~t remediation .and prot.ection Of 

critical Infrastructure ·and key resOUt~S based on the plah for protection of Critical 

information Infrastructure. 

4) 	 TO maridate implementation of global ·security best practices. business continuity 

management -and cyber crisis man~gement plan by all critical sector entities, t6 

reduce the risk ·of disruption :and improve·the-security"posture. 

5) 	 To encourage a_rld mandate· a's appropriate, the! use of validated and certified. IT 

products. 

" 
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Ministry of Communication and Information Technology 
Department of Electronics and Information Technology 

••••u•uo•• 
6) To mandate security audit of critical information infrastructure on a periodic basis. 

7) To mandate certification for all security roles right from CISO I CSO to those involved 

in operation of critical information infrastructure. 

8) To mandate secure application I software development process (from design through 

retirement) based on global best practices. 

II. Promotion of Research & Development In cyber security 

I) 	 To undertake Research & Development programs for addressing all aspects of 

development aimed at short term, medium tenn and long term goals. The Research 

& Development programs shall address all aspects including development of 

trustworthy systems. their testing, deployment and maintenance throughout the life 

cycle and include R&D on cutting edge security technologies. 

2) 	 To encourage Research & Development to produce cost-effective. tailor·made 

indigenous security solutions meeting a wider range of cyber security challenges and 

target for export markets. 

3) 	 To facilitate transition. diffusion and commercialisation of the outputs of Research & 

Development into commercial products and services for use in public and private 

sectors. 

4) 	 To set up Cenlres of Excellence in areas of strategic importance for the point of 

security of cyberspace. 

5) 	 To collaborate in joint Research & Development projects with industry and 

academia in frontline technologies and solution oriented research. 

I. Reducing supply chain risks 

I) 	 To create and maintain testing infrastructure and facilities for IT security product 

evaluation and compliance verification as per global standards and praclices. 

2) 	 To build trusted relationships with product I system vendors and service providers for 

improving end-to-end supply chain security visibility. 

3) 	 To create awareness of the threats, vulnerabilities and consequences of breach of 

security among entities for managing supply chain risks related to IT (products. 

systems or services) procurement. 
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~!nistry of'.. COn:u~.unicatiqn and:)~.for:ma'fi~n:feC_hn6t~gy 
'Department·'of Electroriics•and·.thforirla(!Oh 'Te·chti61dfjy·..............,........... 


J, ~:Utjl'an·;R~s~1;>~!Ce_--oeve1o·pment 

\) To ·foster--:e·ituca·tian.,and:'trijl'ni~g pr~gram·s· '-b~Ott)" jh'!·foi..fyf~I -~_h"q T~~or.~~r ·s~ctors ':t~. 
·sup~ort -the·:Naiion~s;;cYber,·s·~curitt·needS·,a-r1c(bUild '.ca_;iaCftY, 

2) Tg'-:est'abl_lsh cybe(:security:-.tr_aihiBg intrastrU¢t~fe ~across :the counfry:.b,Y.' way of:,' public 

P~i,vate: pa11riefshiP arrawge_n,ients. 
3:) Jo;establiSh cy-~er security_ co·nc€Jj{':i8bs·fo·r·;aw~:freness''.cirYd _s'~fh d~_'l~J9t?fiieii~ i_n;key 

areas. 

4). T,~f es~_8bJiS_h· if!StHU!i.9~11~1, fi)8'.C_fj~~.iS'fnS;'f6'( c8P~city·· bUildin,g :for'··~aw rEnforcement 

A·g·eryCi~S. 

~; ·:·c·re;~~i11g1¢.y_ber'S.ecurlty-'Awareness 

1) To~PfomtH~. arig.\a\inth ~/t·o:rnp.ret:ie.nsJV_e na·u.on~1 aw~·r~.ness p(<;>gram.on;securlfy-··of 

cybe-~spa·ce. 

·2) 	 T.o· sustaih ;&ecuiity literacy :awar_eness. and pUblicity campaign through e!ectrbnie 

rTiedi?i~t~ help··.6ltize_ns·.to;be,aware':otJhe·.Chalieiig·es otcy_ber;;se·cui"itf 
0 

n) 	 -tb: ·:cond1J~1·· ~uppgrt_; 81'.\tj. er1,a.b1~;_ cyb~t-, :_~ec!-ifitY \V.0:~.K~hO'P_ir.- J semina'fS .arid 

certl~Catlons. 

L. 	 ·oeve10Piilg·e·ne·Cftive:i_PubflCi.PfiV~te Patthersh'ips' 

1) To. ·facifita.te: .coll3borati0n'. ;and ~!JOperr;:itiO.~ ~-mong, ~~takeh0:1der' ·.e:nJitieS, including: 

pri"'.ate. sectbr;- ·in· the area df ,c_yber SeClifity :tn !general. c!"nd: ·prot'eC~kiil bf ·cdtiCi:i'J 

Ynformaiion ihfrasth.it:fure·· in .t:>arttCu'ic.~r for a.~ti<iri's·. tetated_ .te?~ CYb¢f' threats, 

v.dfftera'biliiies, breaChes, potentiai protecilVe.· :me:i-sut_e_~; :~ra ~.dOpt~~h 'c[f 91iSt~.1 
P,raCfrces. 

2.J. 	 To ,c·reate -rritid_6ISJ_OrC'o1!<3bOi'a'ti6f1S·'ahd, e'lg·ag£iiment :With;aff:'re.levant.Stakeholders. 

J) 	 Tb create:a ihirik tank··for cyber sercurity pa'.flty'"ihj:iuts, dlscusS.ior:fari9.:delibE!~at.iO~s, 

Tb develop bfiateral and 'mu1t1~·1atera·i re1ationship·s in ithe;,are·a ~of Cyber Security-with

I .1) 
other· countries. 


Tq 'enn~~Jii:::e-: ~a,ti,tiha"I 18J1d glOD:~1 :C9.0P~Y~'ti0.6, ~mtinQ 0_SeC'uritY 3Q"ef1Ci€s; GERTs:·
I 2) 
Defe11~e age:r1~(~~'l'and f6~¢~_sl. I.::'<=!'# :!=/ifor2·~·rti~:nt ~gehC!Efs_ and~the j qQ.iCiat.:sYste·rrys. 

I 	
. ' _,• :.,; ~·.~-·-.:=,·:_···;;~·-_-_:·:,·_·:~-~-••,·::.'-\ :•• ··.':--·,·,·f : ·,. --':· :' • ___ •. :·~--··.".·.~_;:·_.::••.••··,.,_ _\~\TI~.-~i;~~:;{"~:~..:.' -~=;.:::!'1""~~~... 'Uti~

" 	 .. ' . I 
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f\11inistcy of Communication and lnfor1nation Techi:iology 
Deportment of Electronlcs and Information Technology. 

3) To create mechanisms·for dialogue relalcd lo lechnicDI and operat~onal aspe::ts w!lh 

indus:ry in. order to facHit~~e efforts In recovery and resilience ~f .systems including 

critical informaiion infras'trl:lcture 

N. Prioritized 11pproach for implementatlon 

To Rdocii a prioritized.approach to implCmerrl ~he ·policy so as to address the most' 

critical areas in the first instance. 

v OperationallSation of the Policy 

ThiS :policy shall be ciporationalised by V1a'i of detailed ·guidelir'\es 'Rnd plans of action ot 

various levels such as nation.al, sector~!. sl~:e, ~~nistry. dep.3rt.ment·afid enterprise. as may 

be appropriate, to address 1he challenging requirements of secur'ily of tho cybcrspnce. 

-&-r-:___. 
(J.Satyanaro1ana) 

Secretary, Oei!Y 
Tel: :?.:11364041 

New Oclhi. Dllted: ci!.July :?.:013 

9opy .to; 
1. Alt Concerned.MinistrlEisl Departments Of'Government of India 
2. Cabinet· secretariat" · 
3. PMO 
4. Pl:lnning Commission 
5. Comptroller ~nd Auditor General of India 
6. JS & FA, Department of Electronics and lnfo<mation Technology 
7. Internal Distribution 

~-::-,. 
(J.Satyannray~na} 

SeCte:ary, OcitY 
Tel.: 24364041 
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,1! Uttar Pradesh Cyber Security Guidelines 

DE:l'inition: 

II Cyber Space - Cyberspace is a complex environment consisting of interactions between 
people, software, and services, supported by worldwide distribution of information and 
ccNnmunication technology (JCT) devices and networks, , 

,!I Cyber Security - The activity or process, ability or capability, or state whereby 
information and .communications systems and the information contained therein are protected 
frl:lm and/or defended against damage, unauthorized use or modification, or exploitation, 

pl,lriodic Security Audit , 

P1!J~iodic cyber security audit will help in identifying various vulnerabilities to be eradicated by 
d~'partment. Cyber criminals can launch attacks against your critical data from .both within and 
o,f.'tside your organization. An audit will provide you a good idea about the possible paths of 
a!-i.acks, 

u 
GIGW Compliance 

T[i!ie "Guidelines for Indian Government Websites" developed by National Informatics Centre 
(!N!IC) have been framed with an objective to make .the Indian Government Websites conform to 
tf11e essential pre-requisites of UUU trilogy i.e. Usable, User-Centric and Universally Accessible, 
ii\ese are mandatory to be followed throughout the lifecycle of a Government website, web 
l'?r\rtal/application right from its conceptualization to design, development, maintenance and 
JJ.~nagement. GIGW guidelines ensure transparency, accessibility, effectiveness and easy access 
1~benefit citizens, 

H,TTPS on websites 
H
H1TTPS (Hypertext Transfer Protocol Secure) is an internet communication protocol that 
Motects the integrity and confidentiality of data between the user's computer and the 
ill~partmental site. The HTTPS will provide Encryption, Data Integrity & Authentication. 

u 
j1'1T3C Compliance 
~ ' 
vy3c stands for "World Wide Web Consortium" which "develop Web standards" in order to 
r.)ead the Web.to its full potential".W3C compliance basically means that the HTML and CSS code,
l1at a website is built with is fully compliant with the standards set by the World Wide Web 

Vonsortium. · 

!tegular Patching 
I• 

lii'atch Management should be a key part of cyber security strategy. New vulnerabilities are 

,,;iscovered all the time and unless patches are applied, hackers will exploit these vulnerabilities 
jib gain access to network. Patching is estimated to prevent up to 85% ofalkyber-attacks so it's 
,1.\.ital your department to apply these patches as soon they become available. , I · · 
!ll)se data encryption 

J. 
, Data encryption prevents any unauthorized person from gaining access to data. Department can 

I! . ' .
encrypt data to transform it into another form that only the person with the decryption key can 
1 ,1·1'' ccess the message. Data encryption is ,curre:;li:!, one of the most popular data protection 
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techniques used by various Organizations. The aim of encrypting data is to protect the 
confidentiality of digital data. 

Back up important data 

Important data can be lost as a result of a security breach. The department will ensure that 
important information is backed up frequently on the cloud or a local storage device. 

Enable firewall protection 

It is recommended that all organization set up a firewall to provide a barrier between their data 
and cybercriminals. In addition to the standard external firewall, many Organizations are 
starting to install internal firewalls to provide additional protection. 

Keep software/Hardware up-to-date 

Always update to the latest version of software to protect from new or existing security 
vulnerabilities. 

• Turn on automatic system updates for devices 
• Make sure desktop web browser uses automatic security updates 
• Keep web browser plugins like Flash, Java, etc. updated 
Outdated computer hardware may not support the most recent software security 

upgrades. Additionally, old hardware makes it slower to respond to cyber-attacks if they 
happen. Make sure to use computer hardware that's more up-to-date. 

Strong, Complex passwords with multi-factor authentication 

Strong, complex passwords can help stop cyber thieves from accessing Department 
/Organization information. Creating unique, complex passwords is essential. Organization may 
also require multi-factor authentication for all users. 
Mobile Alerts must be enabled for unauthorized access to user profile and password change 

Use a secure file sharing solution 

The files you share are only as secure as the tools you use to share them with. Adopt a secure 
file sharing solution to encrypt your files while they're in transit and at rest to prevent 
unauthorized access and keep your files safe. 

Use anti-virus and anti-malware 

As long as you're connected to the web, it's impossible to have complete and total protection 
from malware. However, you can significantly reduce your vulnerability by ensuring you have 
an anti-virus and at least one anti-malware installed on your computers. 

Use a VPN to privatize your connections 

For a more secure and privatized network, use a virtual private network (VPN). It'll encrypt 
your connection and protect your private information, even from your internet service 
provider. 

Remove adware from your machines 

Adware collects information about you to serve you more targeted ads. It's best to rid your 
computer of all forms of adware to maintain your privacy. Use adware cleaner to clean adware 
and unwanted programs from your computer. 
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Sca!ll external storage devices for viruses . 

1 d · . . 1 . 1 d : IfExt1:rna storage H ev1ces are JUSt as prone to ma ware as mterna storage ev1ces. you connect 
an lipfected external ·device to your computer, the malware can spread. Always scan external 
deJ·1ces for malware before accessing them. 

AvfJid pop-ups, unknown emails, and links . 

1 Be~~are of phishiilg. Phishers try to trick you into clicking on a link that may result in a security 
' brn~Kh. Phishers prey on employees in hopes they will open pop-up windows or other malicious I linfls that could have viruses and malware embedded in them. That's why it's important to be 

caMious oflinks and attachments in emails from senders you don't recognize. 

Hil1:l-Quality Security Training for Employees 

90IJo of all successful cyber-attacks are a result of information unknowingly provided by 
eJ1~loyees. As networks become harder to breach, hackers are increasingly targeting staff as 
th,~jy provide the easiest Way to infiltrate a network.Effective security awareness training is 
eshntial in training employees on how to identify and respond appropriately to the growing 
raf·lge of cyber security threats. All employees, at every level of the organisation should receive 
thil; training to ensure they are armed with the skills required to identify an attack. 

cJfef Information Security Officer (CISO) in every department · 

AVpoint a Chief Information Security Officer (CISO), responsible for cyber security efforts and 
inb'iatives. The CISO is the ultimate protector: ltroles and responsibilities include protecting people, 
as~.'ets, infrastructure and technology, It serves a critical role assessing risk and acting in the best 
inl:~rest of the department in an effort to eliminate threats. . 
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Website.Security Guidelines 

:This Guideline is applicable to all NIC Employees, temporary/contractual staffs,. Vendors, Th.ird 
Party. Personnel, Central and State Government Employees and other stakeholders who are 

' involved in Website/Application - Development, administration, management. 

:11. 
Ensure that the Website is Security Audited and an Audit Clearance certificate is issued by a 

I 
CERT-IN empaneled vendor before hosting in production environment. The Security Audit 

. should be done every six months or as and when any changes are done to the source code. 

Use SSL Certificate Site wide on all websites. The SSL Certificate should use at least 2048 bit 


SHA 256 encryption or higher. 


Ensure that the SSL Certificate.is valid and keep track-of the certificate expiry date and take 


necessary action to renew/replace the certificate before expiry. 


Disable support for SSL 2.0, SSL3.0, TLS 1.0 at the server level. Use TLS 1.2 


Disable weak ciphers like DES, 3DES, RC4. Use Strong Ciphers like AES, GCM. 


Any "non-https" requests received on the website/applications, should be forcefully re

directed to "https". 


Ensure that all Websites and Applications and their respective CMS (Content Management 


System), 3rd party plugins, codes ...etc., are updated to the latest versions. 


All Passwords, connection strings, tokens, keys ...etc., should be encrypted with salted hash. 


There should not be any plain passwords stored in config files or source code or in database. 


All exceptions should be handled appropriately. Custom error pages should be displayed for 


any errors/exceptions. At no point of time, a portion of source code should be displayed on 


the page in case of an error or. exception. 


10. 	 HTIP Response Headers should be obscured. 

11. 	 Directory traversal should be disabled. In case of any specific attempt by a user to access a 

portion of the code by typing the url path·(ex: www.xxx.g@v.in/js/custom.js) then the same 

should be redirected to a custom error page. 

· 12. 	 HttpOnly Cookies should be enabled, to restrict access to cookies. 

' 
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13. 	 All default user names and llS/apache pages (like admin, default.aspx, index.aspx ...etc) 

should be renamed. The access url for admin panel/CMS, should also be renamed. 

14. 	 The Web Server processes should not be running under Administrator or Root user Account. 

A dedicated User account with limited privileges should be used for the Web Server 

Processes. 

15. 	 All websites/Applications, should be checked by their respective developers on a daily basis 

and in case of any security compromise, then the same should be reported to NIC-CERT 

immediately. 

16. 	 Write+ Execute Permission - both should not be given to upload directory 

17. 	 Ensure Input Validation is done properly, while accepting input from the user through the 

website. 

18. 	 Ensure that the Computer/system, from where CMS/site updates are being done is installed 

with the latest OS+ Antivirus Updates and Patches. No unauthorized software/cracks, should 

be installed on the machine. 

19. 	 Restrict the web application to run Stored Procedures, so that SQL Injection attempts are · 

averted. 

20. 	 If your website/application is integrated with any 3rd party Applications or using any AP ls for 

external communication, then ensure that all such communications are done through 

encrypted channel. 
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