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MINISTRY OF LAW AND JUSTICE 
(Legislative Department) 

New Delhi, the Sth February, 2009/Magha 16, 1930 (Saka) 

The following Act of Parliament received the assent of the Presidcn1 on the 
Slh February, 2009, and is hereby published for general information:­

Tiffi INFORMATIONTECHNOLOGY(AMENDMENT) ACT, 2008 


No. 10 OF 2009 

[5th February, 2009.) 


An Act further 10 amend the InformationTechnologyAct, 2000. 

BE it enacted by Parliament in the Fifty-ninth Year ofthe Republic ofIndia as folk>ws:­


PART T 


\ PRELIMINAR\' 

1. (/) This Act ma) be called the Information Technology (Amendment) Act, Shon bdc and 

2008. comrnaioemcaL 

(2) Itshall come into force on such date as the Central Government ma). by nouficatioo 
in the Official Gazette, appoint: 

Provided that dtffcrcnt dates may be appointed for different provisions ofthis Act and 
any reference in an; such provision to the commencemenr of this Act shall be constrUed as 
a reference lo the coming into force of that provision. 

l 
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PARTD 


AME.~!.ENTS TO THC. lNFoRMATIOS TECH!'IOLOGr Acr, 2000 


l. In the Information Technology Act, 2000 (hereinafter in this Part referred to as the 21of2000Subs111.1111on of 
~ords •d111tal principal Act), for the words "digital signature" occurring in the Chapter, section, sub­
s1gnarurc" by secuon and clause referred to in the Table belo''~ the \\Ords "elecuonic signature" shall be 
~ords substituted.
~C(eA:lrOftlC 

saanaturc" TAB!.£ 

S.No. ChapLCr/secuon/sub-section/clause 

(1) clauses (d), (g), (h) and (zg) of section 2; 

('2) secrion 5 and jfs marginal heading, 

(3) marginal heading ofsection 6; 
(4) clauses (a), (b). (c) and (e) of section 10 and its marginal heading; 

(5) heading ofChapter V; 
(6) clauses(/) and (g} of section 18; 
(7) sub-section (2) of section 19, 

(8) sub-sections(/) and (2) ofsection 21 and its marginal heading; 
(9) sub-section (J) ofsection 25; 
(10} clause (c) ofsection 30; 
(ll) clauses {a) and (d) ofsub-section (/)and sub-section (2) of section 34; 

(12) heading ofChapter VII, 

(13) section 35 and its marginal heading; 
(14) SeCDOD 64: 
(15) section 71; 

{l6) sub-section (/) ofsection 73 and its marginal beading; 
(17) section 74; and 
(18) clauses {d), (n) and (o) ofsub-section (2) ofsection 87. 

Amcntimcn1 3. ln section l ofthe principalAct, for sub-section (.(),the following sub-sections shall 
or 1cct1on 1 be substiwted, namely:­

"(4) Nothing in lhls Act shall appl) 10 documents or uansactions specified in 
the First Schedule: 

Provided that the Central Govenunent may, by notitiC8lion in the Official Gazette, 
amend the First Schedule by way ofadditJon or deletion ofentries thereto. 

(5) Every nouficanon issued under su~scction (.f') shall be laid before each 
House ofParliament". 

Amcndmcn1 4. ln section 2 ofthe principal Act, ­
or ICCllOD l (A) after clause (h), the following clause shall be inserted. namely:­

'(ho) "communication device" means cell phones, personal digital 
assistance or combination of both or any other device used to communicate, 
send or~ any text, \'ideo, audio or image;'; 

(B) for clause (J), the following clause shall be substituted, namely:­

'(j) "computer network" means the inter-connection of one or more 
computers or computer systems or communication device lhrough­

(1) the use of satellite, microwave, terrestrial line, wire, wireless or 
other communication media; and 

(ii) terminals or a complex consisting oftwo or more inter-connected 
computers or communication device whether or not the inter-connection 
is continuously maintained;'; 
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(C) in clause(n), the word "Regulations" shall be omined; 

(D) after clause (n). the following clauses .shall be insened, namely:­

'(na) "cyber cafe" means any facility from where access to the internet is 
offered by any person in lhe ordinary course of business to lhc members ofthe 
public; 

(nb) "cyber security'' means protecling information, equipment, devices, 
computer, computer resource. communication device and information stored 
therein from unauthorised access, use, disclosure, disruption, modification or 
destruction;•. 

(£)after clause (t), the following clauses shall be inserted, namely:­

'(ta) "electronic signature" means authentication ofany elecltonic record 
by a subscriber by mi:ans of the electronic technique specified in the Second 
Schedule and includes digital signature; 

(tb) "Electronic Signature Certificate" means an ElecU"Onic Signawre 
Cenificate issued under section 35 3Dd includes Digital Signature Certificate;'; 

(F) after clause (u), the foJJowing clause shall be inserted, namely:­

'(ua) aindian Computer Emergency Response Team" means an agency 
established under sub-section (1) ofsection 708;': 

(G) in clause M. for the words "data, text", the words "data, message, text" shall 
be substituted; 

(H) for clause (w), the following clau!e shall be substituted, namely:­

•(M') "imennediary'', \\ith r~pect to any panicular electronic records, means 
any person who on behalf ofanother person receives, stores or transmits that 
record or protides any service \\ith rc)pect to that record and includ~ telecom 
service pro\iders, network service providers, internet service proVJders, wet>­
hoSting service providers, search engines, online payment sites, online-auction 
sites, onhne-market places and cyber cafcs;' 

S. In Chapter ll of the principal Act, for the heading, the heading "DIGlTAL SIGNATUllE 

ANO f:1.ECTROl-.1C SIONAnru." shaU be substituted. 

6. After secuon 3 of the principal Act, the following section shall be inserted, 
namely:­

"3A. (/) Notwithstanding anything conlaincd in seccion 3, but subject to the 
prcvis1oft) ofsub-section (2), a subscriber may authenticate any electronic record by 
such electronic signature or electronic authentication technique wbich­

{al is considered reliable; and 

(b) may be specified in the Second Schedule. 

(2) For the purposes of this section any electronic .signature or electronic 
authentication technique shall be considered reliable if­

(a) the signature creation data or the authentication data are, within the 
coo~,., in \\iijch they are used. linked to the signatory or, as the case may be, the 
authenticatar anc\ to no other person; 

(b) the signature creation data or the authentication data were, at the tame 
of signing, under the control of the signatory or, as the case may be, the 
authenticator and of no olher person; 

le) any alteration to the electronic signature made after affixing such 
signawre is deleCUlble; 

(d) any alteration to tbe information made after its authentication by. 
elec~onic signature is detecUlble; and 

(e) it fulfils such other conditions which may be prescribed. 

Amcodmct11 of 
hndin& of 
Chapter II . 

lnscr11on of 
new section 
3A 

Elc.:tronic 
sipanuc 
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Insertion ol 
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form 
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rorm~-d 
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means. 

(J) The Cem:ral Government may prescribe the procedure for the purpose of 
as~rt.aining whether e?ectrooic signature is that of the person by whom it is purported 
to ha\'e been affixed or authenticated. 

(<)The Central Government may, by notification in the Official Gaz.erte, add to or 
omit any electronic signature or electronic authentication technique and the procedure 
for affndng such signature from the Second Schedule: 

Provided that no electronic signature or authentication technique shall be 
specified in the Second Schedule unless such signature or technique is reliable, 

(5) Every notification issued under sub-section (.f) shall be laid before each 
House ofParliament". 

7. After section 6 ofthe principal Act, the following sec11on shall be inserted, namely:­

'6A. (/}The approprinte Oovemmenl may, for the purposes ofthis Chapter and 
for efficient delivery ofservices to the public through electronic means authorise, by 
order, any service provider to set up, maintain and upgrade the computerised facililles 
and perform such other services as it may specify by notification in the Official 
Gazene. 

fupfanarion.-For the purposes of this section. service provider so authorised 
includes any indi.,,idual private agency, private company, partnership firm, sole 
proprietor firm or an} such other body or agency "hich has been granted permission 
by the appropriate Government to offer services through electronic means in 
occordance with me policy governing such ser\'ice sector. 

(2) The appropriate Government may also nuthorise any service provider 
authorised under sub-section(/) to collect, retain and appropriate such service charges. 
~ may be prescribed b) the appropriate Government for the purpose of providing 
such services, from the person availing such service. 

(3) Subject to the provisions of sub-section (2), the appropriate Government 
may authorise the service providers to collect, retain and appropriate service charges 
under this s~on notwithstanding the fact that there is no express provision under 
the Act, rule, reguJaLion or notification under which the service is provided to c-0Ue~ 
retain and appropriate e-service charges by the service providers. 

(.f) The appropriate Government shall, by noufication in the Official Gazette, 
specify lhe scale of service charges which may be charged and collected by the 
service providers under this SCGlion: 

Provided that the appropriat.e Government may specify different scale of service 
charges for different types ofservices ' 

8. After section 7 oftbc principal Act, the foJIO\\in& section shall be inserted, namely:­

..7A. Where inany law for the time being in force, there is a provision for audit of 
documenu, records or information, that provision shall also be applicable for audit of 
documents, records or information processed and maint.anined in the electronic form.". 

\ 

9. After section 10 of the principal Act, the following section shall be inserted, 
namely:­

"lOA. Where in a contract formation, the communication of proposals, the 
acceptance of proposals. the revocation of propo.)als and acceptances, as the case 
may be. are expressed in elecrronic form or h> means of an electronic record, such · 
contract shaJI not be deemed to be unenforceable solely on the ground that such 
electronic fonn or means was used for that purpose.". 
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10. In section 12 ofthe principal Act, in sub-section (J), for the words "agreed with the 
addressee", the word "stipulate4° shalt be substituted. 

11. For sections JS and 16 of the principal Act, the following sections shell be 
substituted, namely:­

'1 S. An electronic signature shall be deemed 1o boa secure electronic signature 
if­

(i) the .signature creation data, at the Lime ofaffixing signature, was under 
the exclusive control of signatory and no other person; and 

(ii) the signarure crention data was stored and affixed in such exclusive 
manner as may be prescribed. 

Explanation.-In case ofdigitaJ signature, 1he "signature creation data" means 
the private key ofthe subscriber 

16. The Central Government may, for the purposes of sections 14 and 15, 
prescribe the security procedures and practices. 

Provided that in prescribing such security procedures and practices, the Central 
Government shall have regard to the conunercial circumstances, nature oftransactions 
and such other related factors as it may consider appropriate.'. 

12. In section 17 ofthe principal Act, ­

(a) in sub-section (/), for the words "and Assistant: C-Ontrollers", the words 
", Assistant C-Ontrollers, other officers and employees" shall be substiuted; and 

(b) in sub-section (4), for the words "and Assistant O:>nuollers", the words 
·•, Assistant Controllers, othtr officers and emplo)'ees" shall be subsiituted ". 

13. Section 20 ofthe principal Act shall be omirtcd. 

14. ln section 29 of the pnncipal Act, in sub-section (/), for the words "any 
contravention of the provisions of this Act, rules or regulations made thereunder'', the 
words "any contravention of the provisions of this Chapter" shall be substituted. 

15. In section 30 of the principal Act. ­

(1) in clause (c), after the word "assured", the word "'and" shall be omitted; 

(i1) after clause (c), the follo\\ing clauses shall be inserted, namely:­

"(ca) be the repository ofall Electronic Signature Ceruficates issued under 
this Act; 

(cb) publish informalion regarding its practices, Electronic Signature 
Certificates and currem status ofsuch cenificates; and". 

16. In section 34 ofthe principal Act, in sub-secuon ( /), inclause (a), the words "which 
contains the public kty corresponding to the private key used by that Certifying Authority 
to digitally sign another Digital Signature Cenilicate" shall be omined. 

17. in sect1on 35 of the principal Act, in sub-section ( 4), ­
\ 


(a) the fim pro' iso shall be omitted; 

(b) in the second proviso, for the words "Provided further", the word "Provided" 
shall be substituted. 

18. In section 36 ofthe principal Act, after clause (c), the follo\\-ing clauses shall be 
inserted, namely:­

"(ca) the subscnoer holds a private key which is capable of creating a digital 
signature; 

(cb) die public key to be listed in the certificate can be used to verify a digital 
signature affixed by the pri\lllle key held by the subscn'ber, ... 

Amendment 
l)f SCCllOn 12. 

Subst1l11t1oa of 
new seclions 
for scc11on1 
IS and 16. 

Secu~ 
elec1ronic 
SignAlllI(. 

Sccurit} 
procedu~ and 
pmt1c:cs 

Amendment of 
section 17 

Omission or 
section 20 

Amcodmtl'll of 
section 29. 

Amcndmcn1 or 
secuon 30 

Amcndmcn1 of 
section 34 

Amendment of 
SC:ctJDn JS, 

Amendmen1 of 
S«llOO 36 
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Oulics of 
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Certificate. 
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Chapter lX. 

Amendment of 
section 43 , 

Insertion or 
n~ s«tion 
'JA 

C'ompcnsauon 
for failure to 
protctl dala 

19. After section 40 of the principal Acty the following section shall be inserted, 
namely:­

"40A. In respect ofElectronic Signature Certificate the subscriber shall perform 
such duti~ a.s may be prescribed.''. 

20. ln Chapter IX of the principal Act, in lhc heading, for the word5 "PENALTIES ANO 

ADJUDICATION ... the words "'P~ALTIES, OOMPENSATIOS A1'1> AD/UDJCATION" shall be substituted. 

21. In s~tion 43 ofthe principal Act,­

(a) in the marginal heading, for the word "Penalty", the words "Penalty and 
Compensation" shall be substituted; 

(b) in clause (a). after the words "computer network", the words "or computer 
resource" shall be inserted; 

(c) after clause (h), the following clau~es shall be inserted, namely:­

''(!) destroys, deletes or alters any information residing in a computer 
resource or diminishes its value or utility or affects it injlliously by any means; 

(J) steal, conceals, destroys or alters or causes any pcoon to steal, conceal, 
destroy or alter any computer source code used for a computer resource with an 
intention to cause damage;"; 

(d) for the ponion beg1mng with the word~ «he shall be liable to pay damages" 
and ending 'A1th the words "persons so affected" the following shall be substituted, 
namely:­

"he shall be liable to pay damages by way ofcompensation to the person 
so affected"; 

(e) in the Explanation. after clause (iv), lhe following clause shall be inserted, 
namely:­

'('') ..computer source code'' means the listing of programmes, computer 
commands, design and layout and programme analysis of computer resource in any 
form." 

22. After section 43 of the principal Act, the folio" ing sect.ion shall be inserted, 
namely:­

'43A. \\'here a body corporate, possessing, dealing or handling any sensitive 
personal data or information in a computer resource which it owns, controls or operates, 
is negligent in implementing and maintaining reasonable security practices and 
procedures and thereby causes wrongful loss or wrongful gain to any person, such 
body corporate shall be liable 10 pa) damages by way ofcompensation to the person 
so affected . 

Explanatron.-For the purposes of this scction,­

(1) ..body corporate" means any compan)' and includes a firm, sole 
proprietorship oi' other association of indhiduals engaged in commercial or 
prof~sionaJ act.Jvilies; 

(ir) ..reasonable security practices and procedures" means secunty 
practices and procedures designed to protect such infonnatioo from unauthorised 
access. damilge, use. modification. disclos~ or impainnent.. as may be specified 
in an agreement between the parties or as may be specified in any law for the time 
being m force and in the absence ofsuch agreement or an)• law, such reasonable 
security practices and procedures, as may be prescribed by 1he Central· 
Government in consultation with such professional bodies or associations as it 
may deem fit; 



7SEC. 1) THE GAZEITE OF lNDIA EXTRAORDINARY 

(ril) "sensitive personal data or infonnation" means such personal 
information as may be prescribed by the Central Government in consultation 
with such professional bodies or associations as it may deem fit •. 

23. £n sect.ion 46 oflhe principal Act,­

(a) in sub-section(/), for lhe words "direction or order made thereunder", the 
words "direction or order made thereunder which renders him liable LO pay penalty or 
compensation." shall be substituted; 

(b) after sub-section (1), the following sub-s~ction shall be inserted, namely:­

"(l.A) The adjudicating officer appointed under sub-section {J) shall 
exercise jurisdiction to adjudicate matters in Which the claim for injury or damage 
does not exceed rupees five crore: 

Provided that thejurisdiction in respect ofthe claim for injury or damage 
exceeding rupees five crore shell vest with the competent coun.>'; 

{c) in sub-section (5), after clause (b). the following clause shall be inserted, 
namely:­

"(c) shall be deemed to be a civil court for purposes ofOrder XXl ofthe 
5 of 1908. Civil Procedure Code, 1908.". 

24. In Chapter X ofthe principal Act, in the heading, the word "REGULATIONS" shall be 
omitted. 

25. ln section 48 ofthe principal Act, in sub-section(/), the word «Regulations" shall 
be omitted. 

26. For sections 40 IO 52 ofthe principal Act, the following sections shall be substituted, 
namely:­

"49. (/)The Cybcr Appellate Tribunal shall consist ofa Chairperson and such 
number of other Members, as the Central Government may, by notification in lhe 
Official Gazette, appoint: 

Provided that I.be person appoin1ed as the PresidingOfficer ofthe CyberAppellate 
Tribunal under the provisions ofthis Act immediately before the commencement ofthe 
lnfonnation Technology (Amendment) Act, 2008 sball be deemed to have been 
appointed as the Chairperson ofthe said Cyber Appellate Tribunal underthe provisions 
ofthis Ac1 as amended by the fuformation Technology (Amendment) Act, 2008. 

(2) Tbe selection ofChairperson and Members ofthe Cyber Appellate Tribunal 
shall be made by the Central Government in consultation with the Chief Justice of 
India. 

(3) Subject to I.he provisions of this Act­

('1) thejurisdictjon, powers and authority ofthe Cyber Appellate Tribunal 
may be exercised by the Benches thereof; 

\ 
(b) a Bench may be constituted by the Chairperson ofthe Cyber Appellate 

Tribunal with one or two Members of such Tnounal as the Chairperson may 
deem fi1; 

(c) the Benches ofthe Cyber Appellate Tribunal shall sit at New Delhi and 
at such other places as the Central Govemmen1may, i.n consultation with the 
Chairperson oflhe CyberAppellate Tribunal, by notification in the Official Gazette, 
specify; 

Amendment of 
section 46. 

Amendment of 
beading of 
Chapter X. 

Amendrn:nl of 
scetJon 48. 

Substi1uuon of 
oc:w sections 
for scc1io11s 49 
to 52 

Composition 
or Cybcr 
Appellate
Tribunal. 
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(d) the Central Government shalJ, by notification in lhe OfficiaJ Gazette, 
specify the areas m relation LO which each Bench ofthe CyberAppellateTribunal 
may ~ise itsjurisdiction. 

(4) Nol'\nthsl3nding aoythmg contained in sub-section (J), the Chairperson of 
the CyberAppelJate Tribunal may transfer a Member ofsuch TribunaJ from one Bench 
to another Bench. 

(.5) Ifat any sragcoftfle hearing ofanycaStor ~r it.appears to the Chairperson 
or a Member ofthe Cyber Appellate Tribunal chat the case or man.er is ofsuch a nature 
that it ought to be heard by a Bench consisting ofmore Members, the case or matter 
ma) be transferred by the Chairperson to such Bench as the Chairperson may deem fit. 

50. (/)A person shall not be qualified for appointment as a Chairperson ofthe 
Cyber Appellate Tribunal unless he is, or has been, or is qualified to be, a Judge ofa 
High Court 

(2) The Members ofthe CyberAppellate Tribunal, except the JudiciaJ Member to 

be appointed under sub-section (J), shall be appointed by I.he Central Government 
from amongst persons, having special knowledge of, and professionaJ experience in. 
information technology, telecommunication, industry, management orconsumer affairs: 

Provided that a person shall not be appointed as a Member, unless he is, or has 
been, in the senice ofthe Central Government or a State Go,rernment, and bas held the 
post ofAdditional Secretary to the Government ofIndia or any equivalent post in the 
Central Government or State Government for a period ofnot less than oneyear or Joint 
Secretar) to the Government of lndia or any equivalent post in the Central Government 
or State Government for a period of not less than seven years. 

(J) The Judicial Members of the Cyber Appellate Tribunal shaJI be appointed by 
lhe Central Go\ cmment from dmOngsl persons who is or has been a member of the 
Indian Legal Service and has held the po~t ofAdditional Secretary for a period ofnot 
less than one year or Gradel post oflhat Service for a period ofnot less than five years. 

51. (/)The Chairperson or Member ofthe Cyber Appellate Tribunal shall hold 
office for a term of five years from the date on which he enters upon his office or until 
he anains the age ofsixty-live years, whichever is earlier. 

(2) Before appointing any person as the Chairperson or Member of the Cyber 
Appellate Tribunal, the Centr:il Government shall satisfy itself that the person does 
not ha\'e any such financiaJ or other inrerest as is likely to affect prejudicially his 
functions as such Chairperson or Member. 

(J) An officer of the Central Government or State Government on his selection as 
ihe Chairperson or Member ofthe Cyber Appellate T ribtr.tal, as the case may be, shall 
have to retire from service before joining as such Chairperson or Member. 

52. The salary and allowances payable to, and the other terms and conditions of 
service including pension1 gratuity and other retirement benefits of, the Chairperson 
or a Member ofth~Cyber Appellau~Tribunal shall be such as may be prescribed. 

52A. The Chairperson of the Cyber Appellate Tribunal shall have powers of 
general supenn~ndencc and directions in the conduct of the affairs of that Tribunal 
and he shall, in addition to presiding over the meetings of the Tribunal, exercise and 
discharge such powers and functions of the fribunaJ as may be prescribed. 



SEC. I} THE GA.llTITE OF INDlA EXTRAORDINARY 9 

l 
' 

~s of 1560. 

4S of 1860. 

52B. Where Benches arc constituted, the Chairperson of the Cyber Appellate Dutrib111aon 
Tribunal may, by order, distribute che business ofthat Tribunal amongst the Benches ofbuslllCU 

and also the maners to be dealt \\ ith by each Bench. ~:cU:Q. 

52C. On the application ofany of the parties and after notice to the patties, and 	 rower of 

after hearing sui:h of them as he may deem proper to be heard. or Juo motu without 	 Chairperson 
10 lRJ!sfusuch notice, the Chairperson of the Cybcr Apj1Cllate Tribunal may transfer any case 
cues. 

pending before one Bench, for disposal to any other Bench. 

520. lfthc Members ofa Bench consistin~ oftwo Members differ m opinion on 	 ~11ion by 
mlJOril)any point, they shall ~e the point or points on which they differ, and make a reference 


to the Chairpmon ofthe Cybcr Appellate Tribunal who shall hear the point or points 

himself and such point or poincs shall be decided according to the opinion of the 

majority ofthe Member.. who have heard the case, including those who first heard it''. 


27. In seclion 53 of the pnncipal Act, for the words "Presiding Officer", the words Amendment 

"Chairperson or ~ember, as the case may be," :.hall be substirutcd. of section )3 

28. In section 54 of the principal Act, for the words "Presiding Officer" wherever they Amendment 

occur, the words ''Chairperson or the Member" shall be substituted. of section S4 

29. ln section 55 of the principal Act, for the words ''Presiding Officer", the words Amendment 
"Chairperson or the Member" shall be substituted. of section :s. 

30. Jn section 56 of the principal Act, for the words ''Presiding Officer", the word Amendment 
of )CCllOn 56"Chairperson" shall be substituted. 

31. In section 64 ofthe principalAct.- Amendment 
oi section 64 

(1) for the \\Ords"penalty imposed", the words "penaltyimposed or compensation 

awarded" shall be substiruted; 


(i1) in the marginal beading, for the word "penalty", the words upenalty or 

compensation" shall be substiruted 


32. For sections 66 and 67 of the principal Act, the following sections shall be Su~11tu.hon of 

substituted, namely:- nc"' sections 
fot ~CCllODS 66 
and 67. 

'66 Ifan) pc:rson. dishonestly or fraudulently, <!oes anyact referred to in section 43, Computer 
he shall be punishablewith irnprisorunent for a tenn which may extend to three years or with rela red 

fine which may extend to five 1akh rupees or \\ilh both. orrenm. 

Explanation -For the purposes of !.his section,­

(o) the word "dishonestly'' shall have the meaning assigned 10 it in section 24 
ofibc Indian Peoal Code; 

(b) the \\Q'd "'fraudulcntJi' shall have the meaning assigned to it in section 25 
oftbe Indian Peo.al Code. 

66A. Any person who sends. by means of a computer resource or a 	 Pun1~bmCDI 
for Kndin~communication device.-\ 
olTcnshc 

(a) any infonnation that is grossly offensive or has menacing character: or messages 
through

(b} any information which he knows 10 be false, bur for !.he purpose of communicati.Jn 
causing annoyance, inconvenience, danger, obstruction, insult, injury. criminal .\C"icc, etc 

intimidation, enmity, hatred or ill will, persistentlyby making use ofsuch computer 
resource or a communication device; or 

(c) any electronic mail or electronic mail mtssage for the purpose ofcausing 
annoyance or incon\!enicnce or to deceive or to misle.:Jd lhe addressee or recipient 
about the origin of such messages, 
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shall be punishable >Aith imprisonment for a tenn which may extend to three years and 
v. ith fine. 

Explanm1on.- For Ute purpo~es of lhis section, terms ''electronic mail" and 
"electronic mail message means a message or information created or transmitted or 
received on acomparer, computer system, computer resource or communication device 
including attachments in text, image, audio, video and any other electronic record, 
which may be transmitted wtth the message. 

66B. Whoever dishonesrly receives or retains any Stolen compurer resource or 
communfoat.ion device knowing or having reason to belie\'e the same to be stolen computer 
resource or communication device, shall be punished with imprisonment ofeither description 
for a term which may extend 10 three years or with fine which may extend to rupees one lakh 
or willl both. 

66C. Whoever, fraudulently or dishonestly make use of the eleccronic signature, 
password or any other unique identification feature of any other person, shall be punished 
with imprisonment ofeither description for a term which may extend to threeyears and shall 
also be liable to fine which may extend to rupees one lakh 

660. \\ hoe\ er. b} mCMlS of any communication device or computer resource cheats 
by personation, shall be punished \\ ith imprisonment ofeither description for a tenn which 
may extend lO 1hree yems and shall also be liable 10 fine "'hleh 11\3)'C'X1ald to one hkh rupees. 

66E. Whoever, intentionally or knowingly captures, publishes or transmits rhe image 
ofa private area ofany person willlout his or her consent, under circumstances violating the 
privacy ofthat person, shall be punished with imprisonment which may extend to three years 
or with fine not exceeding two lakh rupees, or with both 

Explana11on.- For Che purposes of lhis section­

(a) "transmit" means to electronically send a visual image with the intent tltat it 
be vie\\-ed by a person or persons; 

(b) "capture". with respect to an image, means to videotape, photograph, film or 
record by any means; 

(c) "privare area" means the naked or undergarment clad genitals, public area, 
buttocks or female breast; 

(d) "publishes" means reproduction in the printed or electronic form and making 
11 available for public; 

(tt) "under cin:wrutances violating privacy'1 means circumstance~ in which a 
person can have a reasonable expectation that­

(1) he or , he could disrobe in pri\'acy, without being concerned that an 
image of his private area was being captured; or 

(11) any part of hts or her privare area ~ould not be visible to the public. 
regardless ofwhether that person is in a public or private place. 

66F. (/) Whoever,­

(A) v. 1th intent to threaten the unity, integrity, m.:urity or sovereignty of India or 
to strike terror in the people or nny section oflhe people by­

(1) denying or cause Ille denial of access to any person authorised to 
access computer resource, or 
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(i1) attempting to penetrate or access a computer resource without 
authorisation or exceeding authorised access: or 

(i11) introducing or causing lo introduce any computer contaminant, 

and b)' means ofsuch conduct causes or is likely to cause d~th or injuries to persons 
or damage loor destruction ofproperty or di!>rupts or knowing that it is likely to cause 
damage or disruprion ofsupplies or services essential to the life ofthe community or 
adversely affect the critical infonnation infrastructure specified under section 70; or 

(B) kno\\ingly orintentionally penetrate$ or accesses a computer resource without 
authorisation or excee<liog authorised access, and by means ofsuch conduct obtains 
access 10 infonnation, data or computer database that is restricted for reasons of the 
security of the State or foreign relations; or ony restricted information, data or 
computer database. wit.b reasons lo believe that such information. data or computer 
database so oblafoed ma> be used to cause or likely to cau!>c injury to the interests of 
the sovereignty and integrity of India, the security ofthe State, friendly relations with 
foreign States. public order, decency or morality, or in relation to contempt ofcoun, 
defamation or incitement to an offence, or to the advantage of any foreign nation, 
group of individuals or otherwise, 

commit~ the offence ofcybertm-orisrn. 

(2) Whoever commits or conspire~ to commit C} ber terrorism shall be punishable with 
imprisonment which may extend to imprisonment for life. 

67. \Vhoeyer publishes or transmits or causes to be published or tran~mitted in 
the electronic form., any material which is lascivious or appeal!. to lhe prurient interest 
or if its effect is such as to tend to deprave and corrupt persons \\ho are li.kely, having 
regard to all relevantcircumstances, to read, see or hear the mattercontained or emboditd 
in it, shall be punished on first conviction with imprisonment ofeither description for 
a term which may e>.."tend lo three years and with fine which ma)' extend to five lakh 
rupees and in the ev-cnt of .second or subsequent conviction with imprisonment of 
either descriprion for a term which may extend to foe years and also with fine which 
mny extend to ten takh rupees. 

67A. Whoever publishes or transmits or causes lO be published or transmitted 
in the electronic form any material which contains sexually explicit act or conduct shall 
be punished on first com'iction with imprisonment of either description for a term 
which may extend to five years and with fine which may extend to ten lakh rupees and 
in the even1 ofsecond or subsequent conviction with imprisonment ofeitherdescription 
for a term which may extend to seven years and also with fine \\-hich may exttnd to ten 
lakh rupees. 

678. Whoever,­

(a) publishes or uansmit.s or causes to be published or transmitted material in 
any electronic fonn v. hicb depicts children engaged in sex-ulllly explicit act or conduct 
or 

(b) creates rext or digki images, collect'>, seeks, browses, downloads, advertises, 
promotes, exchanges or distributes material in any electronic form depicting children 
in obscene or indecent or sexually explicit manner; or 

(c) cult1va1cs. entices or induces children to on line relationship v. ith one or more 
children for and on sexually explicit act or in a manner that may offend a reasonable 
adult on the compUter resource; or 

(d) facilitates abusing children online; or 

(e) records in any electronic form O\\TI abuse or thal of others pertaining to 
sexually cxplici1 act v.ith children, 
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shall be punished on first conviction with imprisonment of either description for a term which 
may extend to five years and with fine which may extend to ten lakh rupees and in the e\•ent 
ofsecond or subsequent con\'iction with imprisonment ofeither discription for a term which 
may extend to seven years and also with fine which ma}' eXIend to ten lakh rupees: 

Provided that provisions of section 67, section 67A and this section does not 
extend to any book. pamphlet, paper, 'A-Titing, dra'-"ing, painting representation or 
figure in electronicfonn­

({)the pubhcation ofwhich is proved to be justified as being for the public 
good on the ground that such book, pamphlet, paper, Y1riting, drawing, painting 
representation or figure is in the interest ofscience, litmlture, art or learning or 
other objects ofgeneral concern; or 

(it) which is kept or used for bonafide heritage or religious purposes. 

faplonaflon - For the purposes of this .section, "children" means a person 
who has not completed the age of 18 years. 

67C. (/) lntennediary shall preserve and retain such infonnation as may be 
specified for such duration and in such manner and fonnat as the Central Government 
may prescn"be. 

(2) Any intennediary who intentionally or knowinglycontra\.'eoes the provisions 
ofsub-section (/}shall be punished \\ith an imprironment for a term which may extend 
to three years and shall also be liable to fine.•. 

33. In sect.ion 68 of the principal Act. for sub-section (1), the folioYi ing sub-section 
shall be substiruted, namely:­

"(2} Any person who inteotionally or knowingly fails to comply with any order 
under sub-section(/) shaJI be gllilty ofan offence and shall be liable on conviction to 
imprisonment for a term not exceeding two years or a fine not exceeding one lakh 
rupees or \\ith both!'. 

34. For se<;tion 69 of the principal Act, the following sections shall be substituted, 
namely:­

'69. (/)Where the Central Government or a State Government or any of its officers 
specially authorised by the Central Government or the State Government, as the case may be, 
in this behalfma); ifsatisfied that it is necessary or expedient so 10 do, in the interest of the 
sovereignty or mtegrity of India. defence of India, security of the State, friendly relations 
with foreign State:. or public order or for preventing incitement to the commis~ion ofany 
cognizable offence relating 10 above or for investigation ofany offence, ii may subject to the 
provisions of sub-section (1), for reasons to be recorded in Y.Titing. by order, direct any 
agency of the appropriate Government to intercept, monitor or dtcrypt or cause to be 
intercept.cd or monitored or decrypted any information generated, transmitted, received or 
stored in any computer resource. 

(2) The procedure and safeguards subject to which such interception or monitoring or 
decryption may be carried out, fhall be such as may be prescribed. 

(3) The subscriber or intermediary or any person in-charge ofthe computer resource 
shall, when called upon by any agency referred to in sub-~ection ( /}, extend all facilities and 
1.echnical assistance to­

(a) provide access to or secure access to the computer resource generating, 
transmming, recehing or storing such infonnation; or 

(b) intercept, monitor, or decrypt the information, as the case may be; or 

(c) proVJde information stored in computer resource. 

, 
/ 
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( 4) The subscriber or intermediary or any per-;on who fails to assist the agency referred 
to in sub-section (J) shall be punished with imprisonment for a term which may extend lo 

seven years and shall also be liable to fine. 

69A ( /) Where the Central Government or any of its officers speciallyauthorised by it 
in this beha1fis satisfied that it is necessaryor expedient so to do, in the interest ofsovereignty 
and integrity oflndia, defence oflndia. security ofthe State, friendly relations with foreign 
States or public order or for preventing incitement to the commission of any cognizable 
offence relating to above, it may subject to the pro\i.sioas ofsub-section (2), for reasons to 

be recorded in ~Tiling, by order, direct any agency of the Government or intermediary to 
block for access by the public or cause to be blocked for access by the public any information 
generated. transrnined. received, stored or hosted in any computer resource. 

(2) The pro1:edure and safeguards subject to which such blocking for access by the 
public may be carrfod out, shall be such as may be prescribed. 

(3) The intermediary who fa tis to comply with the direction issued under sub-section 
(1) shall be punisb.ed \\~th an imprisonment for a tcnn which may extend to seven years and 
shall also be liable to fine. 

698 (J) The Central Government may, to enhance cyber securityand for identification. 
analysis and preventlon of intrusion or spread ofcomputer contaminant in the country, by 
notification in the Official Gazette. authorise any agency ofthe Government to monitor aod 
collect ll'llffic data or information generated, transmined, received or stored in any computer 
resource. 

(2) The in1ennediluy or any person in-charge or the computer resource shall, when 
called upon by the agency which has been authorised wider sub-section ( /), provide technical 
assistance and extend all facihties to such agency to enable online access or to secure and 
proVJde online acce~s to the computer resource generating. transmitting, receiving or storing 
such traffic data or infonnation 

(3) The procedure and safeguards for monitoring and collecting traffic data or 
information, shaJI be such as rr.ay be prescribed 

(4) Any intermediary who intentionally or knowingly contravenes the provisions of 
sub-section (1) shall be punished with an imprisonment for a term which any extend to three 
years and shall al.so be liable to fine. 

faplonation.-For the purposes of this section,­

(1) ..computer contaminant" shall have the meaning assigned to it in section 43; 

(ii) "traffic data" means any data identifyingor pwporting to identify any person. 
computersystem or computer network or location to or from which the communication 
is or may be cransmitted and includes communicauons origin. destination, rou1e. time, 
date, size, duratton or t}pe ofunderlyiog service aod any other information.'. 

35. ln section 70 ofthe principal Acl,­

(a} for sub-section (/), the following sub-!section shall be substituted, 
namely:­

'(/)Theappropriate Otivemmenl may,by noufication in the Official Gazette., 
declare any computer resource which directJy or indirectly affecrs the facility of 
Critical Information Infrastructure, to be a protected sysrem 

Explana1ion.-For the purposes of !his section, "Critical Information 
rnfrastructure'· mcam the computer resource, !he mc:apacitation or destruction 
ofwhich, shaJI ha\'e debilitating impact on national security, economy, public 
health or safety.'; · 
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(b) after sub-section (J), the following sub-sec:lion shall be insened, namely:­

'·( .f) The Central Government .shall prescnbc: the information security 
practices and proc~urcs for such protected system.". 

lnscnion of 36. After section 70 of the principal Act, the following sections shall be inserted, 
DCl' 5CCll011$ namely.­
70A llld iOB 

Na11oiu1 nodal "70A (J) The Central Government may, by no11ficat1on published in the Official 
agency Gazette, designate any organisation ofthe Government as the nalional nodal agcnC) 

in respect ofCritical Information Infrastructure Protcc1ion. 

(2) The national nodal agency designated under sub-section (/) shall be 
responsible for all measurrs including Research nnd Development relating to 
protecuon ofCritical lnfonnation lnfrastructure. 

(3) The manner of performing funcuons and duties ofthe ugency referred to in 
sub·section {J) shall be such as may be prescribed. 

Indian 708. (/)The Central Government shall, by notification in lhe Official Gazene, 
Computer appoint an agency of the Government 10 be called the Indian Computer Emergency
Emcr1cnc} 

Response Team.RespoMc 
Tum to 

(2) The Central Government shall provide the agency referred to in sub-secuon
sef"C IS 

oatIonaI (/)with a Director-General and such other officers and employees 8$ may be prcscnbcd. 
agcnc:l' for 
incident (3) The salaryand aJlowances and rerms and condillons ofthe Director-GeneraJ 
response and other officers and employees shall be such as may be prescribed. 

(~The Indian Computer Emergency Re:1ponse Team shall serve as the national 
agency for performing the following functions in the area of cyber security,­

(a} collection, analysis and dissemination of information on cyber 
incidents; 

(b) forecast and alerts ofcyber secwity incidents: 

(c) emergency measures for handling cyber security incidents; 

(d) coordination of cyber incidents response activities; 

(e) issue gu1dehnes, advi11ories, vulnerability notes and whitepapcrs 
relating to infonnation security practices, rrocedurcs, prevcntation, response 
and reporting of cyber incidents; 

(j) such other functions relating to cybcr security as may be prescribc:d. 

(5) The manner of performing functions and duties ofi.he agency referred to in 
sub-section (1) shall be such as may be prescribed 

(6) For cart)'ing out the provisions ofsub-section ( 4), the agency referred to in 
sub-section ( /) may call for information and give direction to the service providers, 
intermediaries, daia cen~ body corporate and any olher person. 

(7)Any service pro\·ider, intermediaries. data cenlrcs, body corporale or person 
who fails lO provide the infonnation called for or comply ~1th the d1rcc1ioo under sub­
section (6), shall be pumshable with imprisonment for a term which ma) extend lO one 
year or v. 1th fine which may extend to one lakh rupees or with both 

(8) No coun shall rake cognizance ofany offence under this secuoo, except on 
a complaint made by an officer authorised in this behalf by the agency referred tow 
sub-section (J) " 
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37. After section 72 of the principal Act, the follo\\ing section shall be inscned, 
namely:­

'"72A Save as otherwise provided in 1hisAct or any other law for the time being 
in force, an} person including an intermediary "'ho, whtle pro\iding services under the 
terms of lawful contract, has secured access to any material containing personal 
infonnation about another person, with the intent to cause or knowing that he is likely 
to cause wrongful loss or wrongful grun disclose~, without the consent of the person 
concerned, or mbreach of a lawful contJact, such material to an) other person, shall 
be puni~hed wub imprisonment for a tenn which may extend to three years, or withfme 
which may extend to five lakh rupees, or with both,·• 

38. For section 71 of the principal Act, the following sections shall be substituted, 
namely:­

"77. No compensation awarded, penalty imposed or confiscation made under 
this Act shall prevent the award ofcompensation or imposition ofany other penalty or 
punishment under any other law for the time being in fo rce. 

71A . A court of competent jurisdiction ma) compound offences, other than 
offences for which the punishment for life or imprisonment for a tcnn exceeding three 
years has been pro\ided. under this Act: 

Pro\id~d that the court shall not compound such offence where the accused is. 
b)' reason of bis previous conviction, ltabk to cllhcr enhanced punishment or to a 
punishment oia different kind: 

Provided further that the court shall nor compound any offence \\here such 
offence affects I.he socio economic conditions of the country or has been committed 
agaimt a child below lhe age of 18 years or n woman. 

(1) The person accused ofan offence under this Act may file an application for 
compoundmg in the court in which offence is pending for trial and the provisions of 

2 of 1974 sections 265B and 265C ofthe Code ofCriminal Procedure, 1973 shall apply. 

778 Notwithstanding anything contained in the Code of Criminal Procedure, 

2 of 1974 1973, the offence punishable with imprisonment of three )CMS nnd above shall be 


cognizable and I.heoffence punishable with imprisonment ofthreeyears shall be bailable. 


39. In section 78 of the principal Act, for the word5 "Deputy Superintendent of 
Police" the word "'Inspector" shall be subsrituted. 

40. For Chapter XIl ofthe principal Act, the fol10"1og Chapters shall be substituted, 
namely:­

·CHAPTERXTI 

b"T'Eb!ED!AtJES NOT TO Bl:. tlABl.E Iii.: CERTAIN CASES 

79. (1) Notwithstanding an>'lhing contained in an) la" for the time being in force 
but subject to the provisions of sub-section" (2) and (J), an intermediary 
shall not be liable for any third party information, data. or communicauon lmk made 
available or hosted by him 

(2) The provisions of sub-section (/)shall apply if ­

(a) the function of the intermediary i~ limited to providing access to a 
communication system over which information made available by third parties is 
1ransmitted or temporarily stored or hosted; or 
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(b) the intermediary does not­

(1) initiate the transmission, 

(ii) select the receiver of the transmission, and 

(iii) select or modify the information contained in the transmission; 

(c) the intermediary observes due diligence ~hile discharging bis duties 
under this Act and also observes s11ch other guidelines as the Central 
Government may prescribe in this behalf, 

(J) The provisions of sub-section(/) shall not apply if­

(o) the intermediary has conspired or abeued or aided or induced, whether 
by threats or promise or otherwise in the commission of the unlawful act; 

(b) upon receiving actua l knowledge, or on being notified by the 
appropriate Government or its agency 1hat nny information, data or 
communication link residing in or connected to a computer resource control led 
by the intermediary is being used to commit the unlawful act, the intermediary 
fails to expeditiously n:move or disable acct~s to that material on that resource 
without \itiating the evidence in any manner. 

Explanation.-For the purposes of this section, the expression "third party 
information" means any informalion dcallwith byan intermediary in hiscapacicyas an 
intennediary. 

CHAPTER XllA 

I 

79A. The Central Govemmenl may, for the purposes ofpro,·iding expen opinion 
on electtonic form endcnce before anycoun or other authorit} specify, by norificat.ion 
an the Official Gazene, any Department. body or agency ofthe Central Government or 
a State Government as an Examiner ofElectronic Evidence. 

Explanation.-Por the purposes of this section, "electronic fonn evidence" 
means any information ofprobative value that is either stored or transmitted in electronic 
form and includes computer evidence, digital audio, digital \'ideo, cell phones, digital 
fax machines.'. 

41. In section 80 of the principal Act, in sub-section (1), for the words "Deputy 
Superintendent ofPolice", the word "Inspector'' shall be substituted. 

42. ln section 81 ofthe principal Act, the following proviso shall be inserted al the end, 
namely:­

''Pro\·ided that nothing contained in lhis Act shall resuict any person fram 
exercising anyright conferred under the Copyrigh1Act, 1957 or the PatcntsAci. 1970.". 14 of 19.57 

39 of 19i0 
•3. In section 82 ofthe principal Act,­

(o) for the marginal heading. the following marginal heading shall be substituted, 
namely:­

"Ch.a.irperso~ Members, officers and emplo)ees to be public servants."; 

(b) for the words "Presiding Officer", the words "Chairperson, Members" shall 
be substituted. 

44. In section 84 of the principal Act, for the words "Presiding Officer", the words 
"Chairperson, Members" sllaJI be substituted. 

45. After section 84 of the prmcipaJ Act, lhc following sections shall be inserted, 
nam~ly:-
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"84A. The Central Government may, for secure use ofthe electronic medium and 
for promotion ofe-govemance and e-commerce, prescribe the modes or methods for 
encryption. 

848. Whoever abets any offence shall, if the ac1 abened is committed in 
consequence of the abctment, and no expr~ pro\ ision is made by this Act for the 
punishmem of such abetment, be punished with the punishment provided for the 
offence under this Act. 

Explanation.-.f\n act or offence is said to be committed in consequence or 
abeunent. \\.hen it is committed in consequence of the instigation, or in purlluance of 
the conspiracy, or Y.ith lhe aid which constitutes the abctment. 

84C Whoever attempts to commit an offence punishable by this Acl or causes 
such an offence to be committed, and in such an attempt does any act towards the 
commission ofthe offence, shall, where no expres\ provision is made for the punishment 
of such attempt. be pumshed with imprisonmen1 of any description provided tbr the 
offence, for a 1erm which may eJCtend to one-half of1be longest term of imprisonment 
provided for that offence, or wilh such tine as is provided for the offence, or with both.". 

46. In section 87 ofthe principal Ac1,­

(A) in sub-section (l),­

(1) for clause (a), the following clauses shall be substituted, namely:­

u(o) the conditions for considering rcliabilily ofelectronic signature 
or electronic authenticacion technique under sub-section (2) of 
section .3A; . 

(aa) the procedure for ascertaining electronic signature or 
authentication under sub-section (3) of section 3A; 

(ab) the manner in which eny information or matter may be 
authenticated by means of elccuonic signa1ure under section 5;"; 

(i1) after clause (c), 1he following clause shall be in~rted, namcly:­

"(co) the manner in wh1ch the authorised ~icepro' i<ler may collect, 
retain and appropriate service charges under sub-section (2) of 
seeiion 6A:"; 

(iii} for clause (e), the following clauses shall be substituted, namely:­

"(e) the manner ofstoring and affixing electronic signature creation 
data under section 15; 

(ea) the security procedures and practices under section 16;"; 

(iv) in clause (/), for the words ·•aod Assistant Controllers", the words 
", Assistant Controllers, other officers and employees" shall be substituted; 

M clause (g) shall be omitted: 

(w) after clause (m), the following clause shall be insened, namely:­

\ ma) the f0!'1ll ofapplicaiion and fee for issue ·l'fElectromc S1gnarure 
Certificate under section 35;": 

(l·ir) after clause (o), !he following cir.uses shall be inserted. namely:­

"(oa) the duties of subscribers under seGtion 40A; 

(ob) the rksonable security practices and procedures and sensitive 
personal data or information under section 43A;''; 

(l iii) in clause {r), for the words "Presiding Officer", the words"Chairperson 
and Members" shall be substituted; 

(ix) in clause (.f), for the words "Presiding Officer", the words "Chairperson 
and Members" shall be substituted; 

(x) for clause {w), the following clauses shall be substituted, namely:­

"(w) the powers and functiom of the Chairperson of the Cyber 
Appellate Tribunal under section 52A; 

Modci; or 
methods for 
cocryprion. 

Puouhmcnt 
for abcrmcnt 
of offences. 

Punishment 
for &t1cmp1 
10 commit 
offence:!. 

Amendmen I 

of sccuon 17 
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AmCJJdmcnt 
of S«Uon 90. 

Om1S1ion of 
s~tioas 91, 
92, 93 and 94, 

SubS'Jiuuon 
of new 
Schedules for 
fim Scbeaulc 
and Second 
Sthtdufo 

(x) the infonnation, duration, manner and form ofsuch information 
10 be retained and preserved under section 67C; 

(y) the procedures and safeguards for interception, monitoring, or 
decryption under sub-section (2) ofsection 69; 

(z) the procedure and safeguards for blocking for access by the 
public under sub-section (2) ofsection 69A; 

(zo) the procedure and safeguards for monitoring and collecting 
traffic data or information under sub-section (J) ofsection 69B; 

(:b) the infonnation security practices and procedures for protected 
system under sec1ion 70; 

(zc) manner ofperforming functions and duties ofthe agenc)' under 
sub-section (3) ofsection 70A, 

(zd) I.he officers and employees under sub-section (2) of section 
70B; 

(ze) salaries and allowanc{!S and terms and conditions ofservice of 
the Director General and other officers and employees under sub· 
section (3) ofsecuon 70B; 

(if) the mSMer in whcih the functions and duties ofagency shall be 
performed under sub-section (5) ofsection 708; 

(:g) the guidelines to be observed by the intermediaries under 
sub-section (2) of section 79; 

(::11) the modes or methods for encryption under section 84A;"; 
(B) in sub-~ect1on (3),­

(z) for the words, brackets, letter and figures "Every notification made by 
the Central Goverrunent under clause (/) of sub-section ( 4) of section I and 
e\'ery rule made by it", the words "Every notification made by the Central 
Government under sub-section (/) of St:ction 70A and every rule made by 
it" shall be substiruted; · 

(11) the words "the notification or" wherever they occur, shall be omitted. 
47. In section 90 of the principal Act, in sub-section (2), clause (c) shall be omitted . 

48. Sections 91, 92, 93 and 94 oflhe principal Act shall be om1ned. 

49. For the First Schedule and che Second Schedule to che principal Act. the following 
Schedules shall be substituted, namely:­

"FIRSTSCHEDULE 

[See sub-section (4) of section 1) 

DoctJMeffS OR TRANSACTIONS TO WHICH nmAcr SHAU. NOT APPLY 

SI.No. q escription of documents or iransactions 
, 


,· 

I. 

2. 

Anegotiable instrument (other lhan acheque) as defined in section 13 ofthe Negouable 
InstrumentsAct, 1881. 
A power-of-attorney as defined in section 1 A of the Powm-of-Attomey Act, t882. 

26 off 88J. 

- or 1882 

f 
I,. 

3. A trust as defined in section 3 ofthe Indian Trusis Act, 1882. 2 of 1882 

4. A will as defined in clause (h) of se.ction 2 of the Indian Succession Act, 1925, 39 or l 92S. 

includ10g any other ltStllJllentary disposition by whatever name called. · 
5. Any coni.racl for the sale or conveyance of immovable property or any interest in 

such property. 
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THE SECONDSCHEDULE 


[See sub-section (1) ofsection 3A] 


ELECrRONIC SIGNATURE OR l!L£CTRON1C AUTHENTICATION ~IQUE AND PROCEDURE 


SL No. Description Procedure 

(1) (2) (3) 

45 of 1860. 

21 of 2000 

-


50. The Third Schedule and the Fourth Schedule to the principal Act shall be omitted. Omission of 
Third Schedule 
S11d founh 
Schedule, 

PARTfil 

AM'ENOMENT OF Tfl"E fNOIAN PENAL CooE 

51. ln the lndian Penal Code- Amendment 

of Indian 

Pcnaleoot 

(a) in section 4,- Amendment 
of sec1ion 4

(r) after clause (2), the following clause shall be inserted, namely:­

"(3) any person in any place without and beyond lndia committing 
offence targeting a computer resource located in [ndja.''; 

(i1) for the E:x.planation, the following Explanation shall be substituted, 

namely:­

'Explonation.- Jn this section­
(a) the word "offence" includes every act committed outside 

lndia which, ifcommitted in India, would be punishable under !his 
Code; 

(b) the expression "computer resource" shall have the meaning 
assigned to it in clause (k) or sub-section ( /) of section 2 of the 
Information Technology Act, 2000.•; 

(b) in section 40, in clause (2), after rhe figure "1 IT', the figures and word .. ! l8, Amc.ndmenr of 
! 19 and 120" shall be inserted; secsion 40. 

(c) in section 118, for file words "voluntarily conceals, by any act or illegal Amtnd.mcnt of 
omission, the exls1ence of a design", the words "voluntan1y conceals by any act or sceuoo 118. 
omission or by the use ofencryption or any other information hiding tool, the existence 
of a design" shall be fubstituted; 

(d) in section 119, for the words "volunwily conceals, by any act or illegal Amcndmcn1 of 
omission, the existence of a design", the words "voluntarily conceals by any act or secuon 119. 

omission or by the use ofencryption or any oLher information hidrng tool, the existence 
of a design" shall be substituted; 

(e) in section 464, for the words "digital signarure" wherever they occur, the Ame11dmcn1 of 
words "electronic signature" shall be substiruced; se::uon 46~ 

I 
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Amo:ndmcnt 
or lnd1111 
E' 1dcncc Act. 

Amendment or 
seGtton 3 

lnsc:r1100 of 
new 1eo1ion 
4SA 
Op1n1on of 
Examinci of 
Electronic 
Evidence 

Amendment of 
section 47A 

Amendment or 
sc~mon 67A. 

Amendment of 
KCtlOn SSA 

Amendment or 
secuon 8SB 

Amendment or 
SCCllOD SSC 

Amcndmenl or 
sccuoo 90A 

PAIUN 

At.tENDMENT OF TH£ INDIAN Bvm~CEAcr, J872 

52. In the Indian Evidence Act. 1872,- I or 1872 

(a) m section 3 relating Lo interpretation clause, in the paragraph appearing at 

lhe end1 for lhe words "digital signature" and "Digital Signarure Certificate'', lhe words 

"elerooruc signattJre" and "Electronic Signature Certificate" shall respectiv~ly be 

substituted, 


(b) after section 45, lhe following section shall be inserted, namely:­

"4SA. When in a proceeding, the court has to form an opinion on any 
matter relating to any infonnation transmiued or stored in any computer resource 
oranyother electronic or digital fom1, the opinion ofthe Examiner ofElectronic 
E"idcnce referred to in section 79A ofthe Information TechnologyAct, 2000, is 21 of woo 
a relevant fact 

E:cp/anorion.-For the purposes of this sec1ion. an Examiner of 

Electronic Evidence shalJ be an expert."; 


(c) in section 47A,­

(1) for die words "digi1a1 signature", the words ''electronic signature" 

shall be substituted; 


(i1) for the words "Digit.al Signature Certificate", lhc words "Electronic 

Signature Certificate" shall be substituted, 


(d) m section 67A, for the words "digitaJ signature" ,.,.herever they occur, the 

words "electronic signature" shall be substituted; 


(e) in section &SA, for the words "digital signawre'' at both the places where 

they occur, the words "electronic signature" .shall be substituced; 


(!) in section 858, for the words "dig.ital signature" wherever they occur, the 

words "electronic signarure'' shall be substituted, 


(g) in secnon 8SC, for the words "D1gitaJ S1gnarurc Certificate", the words 

"Electronic Signature Certificate" shall be substituted; 


(h) ii;i section 90A, for the words "digital signaturd' at both the places where 

they occur, the words "electronic signan1re" shall be substituted; 


T. K VISWANAtHAN, 
Secy to the Go\•I of India. 

CORRIGENDUM 
\ 

to 

THE lNDlAN BOILERS (AMENDMENl) ACT, 2007 

(No. 49 of 2007) 

In the Indian Boilers (A:nendment) AcL, 2007 (No. 49 of 2007), as published in the 
G11zette ofindia, Extraordinary, Part ll, Section l, dated the December J3, 2007 (Issue No. 
56),- / 

At page 6, line J7,/oru(6)", read"(5A)". 
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